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Abstract. This paper illustrates a practicable approach to reliability evaluation 

for highly reliable software systems based on the analysis of their operational 

experience and demonstrates its applicability to the control software of a 

gearbox system. The investigations were carried out within a cooperation of 

academia and automotive industry. The article also elaborates on the possibility 

of assessing software reliability at system level by combination of component-

specific software reliability estimates. 
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1 Introduction 

The application of software systems in environments demanding ultrahigh 

dependability (e.g. safety-critical applications) requires extremely rigorous 

verification and validation procedures aimed at demonstrating prescribed reliability 

targets. Such applications often rely on re-usable components for manifold reasons: in 

addition to obvious economical benefits, the positive operating experience gained 

during past usage provides valuable evidence of ‘proven-in-use’-quality. For the 

purpose of a quantitative assessment of such evidence and of its impact on software 

reliability, sound and effective techniques are required. 

 

A well-founded and rigorous approach to the quantitative assessment of software 

reliability during testing makes use of statistical sampling theory [5, 6, 10, 12, 13, 14] 

and permits - at least in principle - to derive for any given confidence level a 

corresponding conservative reliability estimate. While the effort required to apply this 

technique during testing may reveal as prohibitively expensive [3, 9, 11] the 

exploitation of past operational experience actually helps to enhance its practical 

applicability. 

 

This potential is arousing the interest of developers in different industrial domains, 

especially concerning application variants based on reconfigurable pre-developed 

components. Among them, the automotive industry certainly plays a major role [8]. 

Tailored on its specific needs, a feasibility study on software reliability assessment by 
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evaluation of the operational experience is being conducted within an industrial 

research cooperation between academia and automotive industry. 

The practicality of the approach developed is first demonstrated by means of its 

application to the control software of a gearbox system developed by the automotive 

supplier ZF Friedrichshafen AG. Successively, the article presents novel techniques 

for assessing software reliability at system level by combining component-specific 

reliability estimates, thus allowing for a substantial effort reduction. 

 

The paper is organized as follows: in section 2 the basics of statistical sampling 

theory are summarized. Section 3 proposes a systematic procedure for the extraction 

of statistically relevant operational data, successively applied to the gearbox control 

software (section 4). In section 5, compositional reliability techniques are derived 

both for the case of parallel and serial architectures. Finally, chapter 6 illustrates 

potential benefits by means of examples. 

2 Reliability Estimation by Statistical Sampling Theory 

The basic concepts of statistical sampling theory applied to testing resp. operational 

evidence are briefly summarized in the following; for a more detailed description the 

reader is referred to [5, 10, 12]. This theory allows to derive - to any given confidence 

level  and any number n > 100 of correct runs - an upper bound p~  of the unknown 

probability p of observing failures during operation, i.e. 

 

   p~pP  (1) 

 

assuming the following assumptions being fulfilled: 

 

Assumption 1 - Independent selection of test cases resp. operational runs: the 

selection of a test case resp. operational run does not affect the selection of others. 

 

Assumption 2 - Independent execution of test cases resp. operational runs: the 

execution of a test case resp. operational run does not affect the outcome of others. 

 

Assumption 3 - Operationally representative profile: test cases resp. operational 

runs are selected according to the frequency of occurrence expected during operation. 

 

Assumption 4 – Positive test resp. operating experience: no failure occurs during 

the execution of any of the test cases resp. operational runs selected. A more general 

theory allows for a number of failure observations (s. [19, 21]) at the cost, however, 

of deriving correspondingly lower reliability estimates. For high software reliability 

demands (as in case of safety-critical applications), therefore, the strict assumption 

excluding failures during test is considered as more appropriate. 

 

The upper bound p~  that statistical sampling theory allows to derive under these 

assumptions reads [5, 10, 12]: 

 

   1p~1
n

 (2) 

 

 

Conversely, in order to claim this inequality (for p~  << 1) at a given confidence  it is 

required to observe n correct and independent runs with 



 

p~
)1ln(

n


  (3) 

 

For example, in order to bound the failure probability by p~ =10
-4

 at a confidence level 

of 99% this technique requires 46 052 correct and independent runs. 

3 Extraction of Statistically Relevant Operational Data 

In order to apply statistical sampling theory to operational data collected during 

usage, the data recorded has to be analyzed in terms of the validity of assumptions 1 – 

5, as introduced in section 2 and, where required, accordingly filtered. For this 

purpose, the following practical procedure supporting the extraction of statistically 

relevant operational data was developed: 

 

Step 1 - Identification of component functionality to be assessed: define the 

application, functionality or control flow path for which to assess reliability, in 

particular by delimitating the software component(s) to be considered. 

 

Step 2 - Identification of operationally independent runs: in order to ensure 

assumption 2, characterize and determine memoryless execution sequences, i.e. 

sequences of operations whose behaviour does not depend on execution history. 

 

Step 3 - Definition of the structure of an operational run: identify all relevant 

input parameters and exclude from the test case structure all information without 

impact on the functionality to be assessed. 

 

Step 4 - Determination of the operational profile: determine the frequency of 

occurrence of each software-implemented functional demand during operation. 

 

Step 5 - Filtering of the operational data: extract from the operational data a 

representative, independent subset, i.e. a subset fulfilling assumption 1 and reflecting 

the operational profile determined in step 4. 

4 Application to a Software-controlled Gearbox System 

This section illustrates how the guideline described in section 3 is practically applied 

to the reliability assessment of a software-controlled gearbox system for trucks. This 

project is being carried out within an industrial research cooperation of the University 

of Erlangen-Nuremberg and the automotive provider ZF Friedrichshafen AG. For 

reasons of confidentiality the data presented was previously rendered anonymous. 

 

The software controls twelve forward gears, two reverse gears and one neutral gear, 

which can be controlled manually by the driver, or automatically by a software 

component implementing a strategy-based driving assistant. In addition to the 

“current gear” (in the following abbreviated by CG) and to the “desired gear” (in the 

following abbreviated by DG) the functionality of the software controller also 

depends on further environmental parameters i, like the current speed or the position 

of the accelerator pedal. 

 



A substantial amount of operational experience was collected during extensive road 

testing based on typical functional demands. The value of all relevant parameters was 

recorded at each point in time. Table 1 visualizes the data, where for reasons of 

confidentiality the individual gears are symbolized by characters a, b, c, …, m, while 

the environmental parameters i are provided on a percentage scale. 

Based on the available operational data, the guideline proposed in section 3 is applied 

as follows. 

 

Step 1 - Identification of component functionality to be assessed: The underlying 

system architecture sketched in Figure 1 was first analyzed for the purpose of 

delimitating the software functionality for which to assess reliability. 

 

 

 

 

 

 

 

 

 
Figure 1. Software Architecture 

 

In accordance with the software developers the scope of the assessment was focused 

on the software component implementing the gearbox control functions. This 

component receives manual switching commands from the driver or automatic 

switching commands from an intelligent driving assistant, whose functionality is 

outside the scope of the reliability assessment. 

 

Step 2 - Identification of operationally independent runs: The operational data 

collection was preceded by an initialization phase devoted to parameter calibration 

after which the switching of gears performs in a memoryless way (s. assumption 2). 

In other words, switching from gear c to gear d does not depend on previous 

switching operations, i.e. it is not relevant for the functionality whether gear a or gear 

b was engaged before gear c. 

 

Step 3 - Definition of the structure of an operational run: Operational runs 

obviously depend on the current gear CG and on the desired gear DG, as well as on 

four further parameters 1, 2, 3 and 4, which are relevant for the switching 

functionality, like the speed and the accelerator pedal position. 

 

With respect to the data collected, relevant operational cases can be identified 

whenever a new switching command was risen (be it by a driver or by a driving 

assistant) by the values of the corresponding parameters. Table 1 shows an excerpt of 

the data collected and highlights the structure of a relevant operational case at time 

926.8, where a new switching command was given, which was successfully 

completed at time 927.5. 
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Table 1. Relevant operational case at time 926.8 

Time DG CG 1 2 3 4 

926.5 g g 3.00 % 0.4 % 21.6 % 0 % 

926.6 g g 3.00 % 0.4 % 21.6 % 0 % 

926.7 g g 2.50 % 0.4 % 21.6 % 0 % 

926.8 f g 2.39 % 0.4 % 21.6 % 0 % 

926.9 f g 2.00 % 0.0 % 21.6 % 0 % 

927.0 f g 2.00 % 0.0 % 21.6 % 0 % 

927.1 f g 2.00 % 0.4 % 21.6 % 0 % 

927.2 f g 1.09 %  0.4 % 21.2 % 0 % 

927.3 f g 1.09 % 0.4 % 21.2 % 0 % 

927.4 f g 1.09 % 0.4 % 21.2 % 0 % 

927.5 f f 1.09 % 0.0 % 21.2 % 0 % 

 

On the basis of this structure, the operational data was filtered by extracting all 

switching commands with corresponding parameter values (s. Table 2). 

Table 2. Operational cases extracted (excerpt) 

Time CG DG 1 2 3 4 

… … … … … … … 

5940.6 k l 64.35 88.8 0.0 0 

6012.3 l j 57.55 0.4 0.0 0 

6016.2 j h 42.23 0.4 16.0 0 

… … … … … … … 

 

Step 4 - Determination of the operational profile: According to the operational 

case structure identified in step 3, the operational profile was determined in two 

phases. First, the frequencies of switching commands, i.e. of combinations (CG, DG) 

were determined on the basis of the operational data (s. Table 3 and Fig. 2). 

Table 3. Frequencies of switching commands (matrix, excerpt) 

 d e f g h i … 

… … … … … … … … 

d -- 06.06 % 16.13 % 00.00 % 01.35 % 00.00 % … 

e … -- 16.13 % 13.33 % 00.00 % 00.00 % … 

f … 06.06 % -- 18.33 % 17.57 % 01.10 % … 

g … 63.64 % 19.35 % -- 25.68 % 15.38 % … 

h … 00.00 % 45.16 % 33.33 % -- 25.27 % … 

i … 00.00 % 00.00 % 33.33 % 43.24 % -- … 

j … 00.00 % 00.00 % 00.00 % 08.11 % 52.75 % … 

… … … … … … … … 

 
 



 
 

Figure 2. Frequencies of switching commands (histogram, excerpt) 

 

Successively, for each switching command (CG,DG) the profile of each parameter i, 

i {1…4} was estimated by distribution fitting techniques [7] based on hypotheses on 

distribution classes, parameter estimation and goodness-of-fit assessment. This task 

was supported by a software tool helping in identifying the most suitable distribution 

classes as well as their parameters (as shown in Fig. 3 by a density histogram overplot 

of parameter 1 for the switching command (CG,DG) = (k,j). 

 
 

Figure 3. Density / histogram overplot of parameter 1 for the command (CG,DG) = (k,j) 

 

The fit of each distribution was assessed by classical goodness-of-fit tests including 

the Kolmogorow-Smirnow test [7], the Anderson-Darling test [7] and the 
2 

test [7], 

as illustrated in Table 4 for the Fréchet distribution (which was estimated as the most 

suitable distribution for parameter 1 for the combination (CG,DG) = (k,j)). 

 



Table 4. Goodness-of-fit tests for parameter 1 and switching command (CG,DG) = (k,j) 

Distribution: Fréchet 

Distribution Parameters: 0.1724110
-9

; 0.9072510
-9

; -0.9072510
-9

 

Kolmogorow-Smirnow test 

 0.2 0.1 0.05 0.02 0.01 

Critical value 0.1968 0.22497 0.24993 0.27942 0.29971 

Reject? No No No No No 

Anderson-Darling test 

 0.2 0.1 0.05 0.02 0.01 

Critical value 1.3749 1.9286 2.5018 3.2892 3.9074 

Reject? No No No No No 


2
 test 

 0.2 0.1 0.05 0.02 0.01 

Critical value 3.2189 4.6052 5.9915 7.824 9.2103 

Reject? No No No No No 

 

Where fitting to generic distributions was not possible, empirical distributions were 

determined by linear interpolation of the samples collected. 

 

Step 5 - Filtering of the operational data: In order to guarantee the assumption of a 

statistically independent test set (s. assumption 1) and to preserve the operational 

profile determined in step 4 (s. assumption 3) it is necessary to filter the operational 

data to remove statistically dependent and operationally not representative sequences. 

 

For this purpose, a tool was designed and implemented, allowing for the statistical 

analysis of the operational data collected (s. Fig 4). It supports the determination of 

several correlation metrics, including autocorrelation, cross correlation, Spearman’s 

and Kendall’s rank correlation, as well as Cramer’s V and Pearson’s contingency 

coefficients (s. Fig 5). 

 

Furthermore, the tool developed also supports the extraction of statistically 

independent operational demands from collected data by heuristic optimization: a 

genetic algorithm extracts a maximum subset of negligibly correlated operational 

data. The tolerable correlation bounds are specified by the user (s. Fig. 5) such that 

the extracted data can be considered as statistically independent. 

 



 
 

Figure 4. Statistical analysis of the collected operational data 

 

 

 
 
Figure 5. Input of correlation limits 

 



 

5 Compositionality of Reliability Estimation 

In the following, parallel and serial systems consisting of k components will be 

considered, where each component may represent a complex program package or a 

simple execution path. 

 

It is additionally assumed that 

 

- the architecture (including interface consistency) was preliminarily validated by 

extensive integration testing (s. [16]), 

- the components fail independently, 

- past and future component-specific operational profiles are identical (if not, an 

adaptation of past usage experience to future usage profile is required, as proposed 

in [15]), 

- for each component i (i  {1,…,k}) a certain amount ni > 0 of testing resp. 

operational runs (fulfilling all assumptions stated in section 2) was observed. For 

reasons of mathematical tractability the experienced amounts are assumed to be 

pairwise unequal (ni  nj  i  j). 

 

The theory introduced in chapter 2 and applied at the level of the whole system and of 

the single components thus induces the complementary view illustrated in Tables 5 

and 6. 

Table 5. Complementary views at system level 

View A 
(taken for parallel systems) 

Complementary View B 
(taken for serial systems) 

p: system failure probability p r: system reliability = 1 - p 

p~ : upper bound of p p~1r~  : lower bound of r 

= P[p  p~ ] 

confidence at system level 

 = 1- = ]r~r[P   

significance at system level 

Table 6. Complementary views at component level 

View A Complementary View B 

pi : failure probability of comp. i ri =1-pi: reliability of comp. i 

ip~ : upper bound of pi ii p~1r~  : lower bound of ri 

i= P[pi  ip~ ] 

confidence 

i = ]r~r[P ii   

significance 

)p~nexp(1 iii   

(s. equation 3) 

in
ii r~  

(s. equation 2) 

 

 

 



5.1 Compositional Reliability Assessment for Parallel Systems 

Let’s consider first the parallel system consisting of k mutually exclusive components 

shown in Fig. 6. 

 
 

Figure 6. System consisting of mutually exclusive components 

 

 

If each component i  {1,…,k} is selected at probability i during operation, then the 

failure probability of the whole system is 

 






k

1i

iipp  (4) 

 

Due to  

 

  )p~
n

exp(1
p~

pPp~pP i
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  (5) 

 

for any i{1,…,k} and any i with 0  i 1, each pi (s. Table 6, View A) can be taken 

as exponentially distributed with rates 

 

i

i
i

n


  (6) 

 

Being p a linear combination of independent, exponentially distributed random 

variables, its distribution can be derived by convolution, yielding a hypo-

exponential distribution (for details, s. [17, 18, 4, 20, 1]), which allows the sharp 

determination of the confidence level . 

 

Summarizing, the operating experience gained at component level can be successfully 

merged to obtain a sharp reliability estimation at system level. 
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5.2 Compositional Reliability Assessment for Serial Systems 

Similarly to the approach developed above for mutually exclusive components, also 

serial architectures as shown in Fig. 7 are investigated in terms of the 

compositionality of component-specific software reliability estimations. 

 

 
 

Figure 7. Serial system 

 

In this case the reliability of the whole system is 






k

1i

irr  

 

Due to (s. Table 6, View B) 

i
i

n
iiri r~)r~(F   (7) 

each ri can be taken as Beta-distributed with parameters ni and 1. Being the system 

reliability r the product of the individual component reliabilities 






k

1i

irr  (8) 

and therefore a product of k independent, Beta-distributed random variables 

(with parameters ni and 1 (i  {1,…,k}) its own distribution can be analytically 

derived as done in [2] and used to identify a quantitative relationship between a lower 

reliability bound and its confidence level: 

 

)r~(Fr~rP]r~r[P1
ir

k

1i
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which reads 
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(10) 

 

Summarizing, also for serial systems (and therefore also for architectures arbitrarily 

combining parallel and serial component configurations) compositionality of 

reliability estimations based on component-specific operating experiences could be 

ensured. 

component 1 component 2 component k 



 

6 Examples 

6.1 Examples for Parallel Systems 

In the following, a system is assumed to consist of two functionally independent 

components selected by mutual exclusion (as considered in section 5.1). For each of 

the components, operating experience amounting to n1=30000 runs resp. n2=60000 

runs was collected. Table 7 shows the upper bound p~  at a confidence level of 99%. 

Table 7. System reliability estimation in case of 2 components with n1=30000, n2=60000 

 = 0.99 p~
 

1 = 0.7, 2 = 0.3 0.000114 

1 = 0.5, 2 = 0.5 0.000088 

1 = 0.2, 2 = 0.8 0.000071 

 

For the reliability target p~ = 0.0001 and different usage profiles Table 8 shows the 

corresponding confidence levels. 

Table 8. Confidence levels in case of 2 components with n1=30000, n2=60000 

p~  = 0.0001
   

1 = 0.7, 2 = 0.3 0.982 

1 = 0.5, 2 = 0.5 0.995 

1 = 0.2, 2 = 0.8 0.998 

 

Finally, Table 9 shows the optimal amount (estimated by the gradient approach 

described in [17]) of operational experience required in order to validate an upper 

bound of 0001.0p~   at confidence level 99% for a system consisting of 5 uniformly 

used components  (i.e. i = 1/5, 1ik). 

Table 9. Amount of testing effort required for k=5 

n1 23 213 

n2 23 214 

n3 23 215 

n4 23 216 

n5 23 217 

 116 075 

 



6.2 Examples for Serial Systems 

Table 10 shows the upper bound p~  which can be determined for a serial system with 

k=2,3 resp. 4 components with ni  46000 i  {1,…,4} at confidence 99%. 

Table 10. Upper bound for serial system 

k p~  

2 0.000144 

3 0.000183 

4 0.000219 

 

Table 11 shows the confidence level  at which p~ =10
-4

 can be validated for a serial 

system with k = 2, 3 resp. 4 components with ni  46000 i  {1,…,4}. 

Table 11. Confidence level for serial system 

k  

2 0.943723 

3 0.837396 

4 0.674356 

 

Finally, Table 12 shows the number of test cases required at component level in order 

to validate an upper bound of p~ =10
-4

 at confidence 99% for a serial system with 4 

components. 

Table 12. Operating experience for a serial system 

ni N = ni 

n1 =100445 

n2 =100446 

n3 =100447 

n4 =100448 

401786 

7 Conclusion 

In this article a guideline for the estimation of software reliability based on 

operational experience was developed and illustrated by practical application to a 

software-controlled gearbox system. In addition, new methods supporting system 

reliability assessment on the basis of component-specific reliability estimates were 

derived. The benefits they offer were illustrated by means of several examples. 
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