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The increasing importance of safety-critical fault-
tolerant systems causes the need of quantitatively eval-
uating these systems in an accurate way. This is typi-
cally done using stochastic models which can compute
both the system’s dependability from the properties of
its components. For example, fault trees (FT, [15]),
reliability block diagrams (RBD), or reliability graphs
(RG, [14]) are used to specify the redundancy structure
of the system. Together with information on the failure
and repair distribution of each component, both the re-
liability or availability as well as safety of the system
can be computed.

The above-mentioned techniques are very mature
and well understood in industry and academic envi-
ronments. However, the solution methods which are
normally applied only work under the assumption that
there are no dependencies and interactions between
the components of the system. Examples of impor-
tant system properties which cannot be taken account
for are failures with a common cause, error propaga-
tion, load sharing, standby-redundancy, multi-phase
systems, limited repair capacities and so on. There-
fore, these methods are based on simplified assump-
tions and will deliver inaccurate and often dangerously
over-optimistic results.

In this tutorial, we show how more accurate results
can be obtained using state-based models like Markov
chains, stochastic Petri nets [1] or models defined by a
stochastic process algebra [11]. However, we also show

that these kind of models cannot compete in terms of
their usability: in comparison to fault trees or block
diagrams, they are hard to learn, not very intuitive,
and lack desirable properties like modularization or the
support for a stepwise refinement.

The main part of the tutorial will therefore discuss
a novel type of modeling methods which are based on
an automatic generation of state-based models out of
a set of high-level input diagrams like dynamic fault
trees (DFT, [10]), dynamic reliability block diagrams
(DRBD, [7, 8, 9]), boolean logic driven Markov pro-
cesses (BDMP, [2, 3, 5, 4, 6]), or the Simple but Ex-
tensive, Structured Availability Modeling Environment
(OpenSESAME, [17, 18, 16]).

Real-world case studies serve as a mean to com-
pare the different approaches and show their benefits
in comparison to traditional techniques.

Relevance

In nearly all safety-critical systems a tradeoff between
safety on the one hand, and availability, performance
and cost on the other hand, must be made. Finding a
good tradeoff implies an accurate quantitive evaluation
of the system’s safety, which is addressed in the pro-
posed tutorial. Therefore, the tutorial ought to be rel-
evant for anybody who is involved in the design, imple-
mentation, or operation of fault-tolerant safety-critical
systems.
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